Instructions for Wireless Connection for Windows 7

Click on the wireless icon on the windows task bar.

Currently connected to:

d== RVS-EC 2
Internet access

i _b Network
Ik Internet access

Wireless Metwork Connection
RVS-EC Connected
|dap-test

BVS-Staff

rescddlguest

Other Metwork

Cpen Metwork and Sharing Center

Click on Open Network and Sharing Centre
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Search Control Ponel

._ ; ‘Q‘N » Control Panel » Network and Internet » Network and Sharing Center - I
= il i —= =
FEile Edit View Tools Help

Control Panel Home ’ « " " .
i View your basic network information and set up connections

Manage wireless netwerks &III s. 0 See full map
- .

Ch dapter settil
| PinEatpeeE T DELL520-PC Multiple networks Internet
Change advanced sharing (This computer)
settings. . - - x
Wiew your active networks Connect or disconnect
Network Access type: Internet
Waork network Connections: @ Local Area Connection
L onnections: .l Wireless Metwork Connection
] Public network (RVS-EC)
Change your networking settings
‘5. Set up a new connection or network
T set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
i-. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
'6 Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Seealso
B @ Troubleshoot problems

3 Diagnose and repair network problems, or get troubleshooting information,
Internet Options

Windows Firewall

Click Manage Wireless Networks
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The following screen appears

% |l » Control Panel » Network and Internet » Manage Wireless Networks v |4 N scarer Manage Wirsless Networks yel
== = —— = — eppe —aee————— 22— ——

- File Edit View Tools Help

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. |

Add  Adapter properties  Profile types  Network and Sharing Center @
MNetworks you can view, modify, and reorder (2) ~
.!'-'HI SCHS-Student Securnty: WPAZ-Enterprise Type: Any supported Manually connect
-
e
.!"- | RVS-EC Security: WPAZ2-Personal Type: Any supparted Automatically connect

——

2 items

L

Right Click on the “SCHS-student” (Replace SCHS with your school’s wireless network ssid) - Click
“Properties”
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Click the “Security” Tab. The following screen is what you should see.
Make sure Security Type is WPA2 — Enterprise

Make sure Encryption Type is AES

Authentication Method is Microsoft: Protected EAP (PEAP)

r =Y
SCHS Shident Wircloss Network Drogiestios | S

Connection | Security |

Security type: | wPA2Z-Enterprise x|

Encryption type: [AEE ']

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

[] Remember my credentials for this connection each
time I'm logged on

Advanced settings

| ok || cancel
—

Click “Settings”
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The following screen will appear.

- —- - o '
Protected EAP Properties m

When connecting:
[“walidate server certificate!

| Connect to these seryers:

Trus ok Cer [=E8
8 Clas= 3 Public Primary Certification Authority
I [7] Equifax Secure Certificate Autharity

[7] &TE cyberTrust Global Root

[] Microsoft Root Autharity £
[7] Microsoft Root Certificate Autharity

[7] symantec Root 2005 CA

[7] symantec Root CA -
4] 1] [k

>

m

| Do not prompt user to authorize new servers or frusted
certification authorities,

Select Authentication Method:

| Secured password (EAP-MSCHAP v2) v| | configure... |

[¥] Enable Fast Reconnect

[7] Enforce Metwork Access Protection

[ 7] Disconnect if server does not present cryptobinding TLY
[} Enable Identity Privacy

o] Comss

—

Make sure the “Validate Server Certificate” checkbox is cleared.
Make sure “Authentication Method” is “Secured Password (EAP-MSCHAP v2)”
Click “Configure”
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The following screen appears

F =11
EAP MSCHAP2 Properties [

When connecting:

I Automatically use my Windows logon name and
pazsword (and domain if any).

| ok || Conesl |

N - _—

Clear the checkbox for “Automatically use my Windows logon”
Click OK
Click OK again — This will take you back to the “SCHS-Student Wireless Network Properties screen
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r =Y
SCHS-Student Wireless Network Properties ==

Connection | Security

Security type: | wPA2Z-Enterprise x|

Encryption type: [AEE v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) v|| settings

[] Remember my credentials for this connection each
time I'm logged on

Advanced settings

o) oo

Click “Advanced Settings” on the SCHS-Student Wireless Network Properties page.

Page 7 of 8



i

Tl
Advanced settings [

802, 1% =ettings | 302.11 settings

[¥|Epedify authentication mode:!

IUSF_T authentication "I [F‘.e;:dace credentials.

[]pelete credentialz for all users

[T]Enable single sign on for this network

] i@ Perform immediately before user logon
] Ferform immediately after user logon
Maximurn delay (seconds): ..1|II |

| allow additional dialogs to be displayed during sinale
sign on

This network uses separate virtual LANs for machine
and user authentication

ok || cancel

k"\. i

Click the “802.1X Settings” Tab

Check the “Specify Authentication mode”

In the drop down box — Select “User Authentication”
Click on the “Replace Credentials” Tab

Fill in your username and password.

Click OK
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